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In the world of business’ competition there has always boon a problem of prq- f

most sophisticated design information for a suporsonio alrcraft Therczaro now
l

over 60,000 computers installed in the United States being used in various bus;-?

ness and oovornmontol applications(l), Most of these have been manufacturcd-ln

|
J
i
Il]i
I
Iy
!lq

the past twenty years.' How has this relatively sudden adoption of computers changoa )

tho security oroblem? Foxr one thlng, it has resulted in a ‘higher concentration

rity for it is easier to provide phy31ca1 oecurity for the limited spaec of d cow~5f

t
puter facility than for acres of file oabinots Howevor ‘there are other aspGCos

tem is more orwanmzcd as well as‘more‘concentrated and therefore is more vulner- i

able to unauthorized accoss, Hard copy files can only be lost by theft'or phys=

~of Information in a sznglo location, Thxs might appear at first to improve socu~ -

to this development which deorease security. The informatlon in the computer sys- .

o
bin

ical destruction such as fire. Computor flles can be magnetically orasod: acciaen-

tally or inton+ionally. This can be caused by & hardware malfunction, uOitW&TG

error or imoropar operating proceduro Systems with remote torminals or tLuo caz

be accessed through common carriors are always subject to use by unauthorlaoa pe o=
B

sons unlcss proper socurlty measures are talen, ' o
' 1

From the evidence available it appears that the introduction of t@o”comyotor '

.. i
‘has complicated the security problem, The situation is worsened oy thosfactfthat

oLy rocontly has[there beeh a'widosproad interost in the problem, All; tho answors

Sr6. not JG“ inprc‘)‘\fed IE %qa'gg f@o%%?ﬁ% “&&%H&Md&%ﬂo&ﬁ‘%ﬁoﬁﬁ ‘i““e Amerlcfa*x



‘ Society for Industrial Security of a task force effort to develop a nandbooy for

. security problems, but this product is not, yet published(2: 18)
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There are sevoral different dofinitions of security as well as dlf;crent ;f

; kinds of security, Tor the most part, in this paper, the kind of socurlty talked L

| about is data security, - Data security protects against accldenta] or unauthorlze@

in the end result whether data destroyed or modified was done accldentallj or'

i

" dntentionally if such action was‘unwanted, Some definitions conflno security

to the protection of claSsified'defonse information and apply privacy to ‘commer-

cial or industrial sensitive information(3:38), This appeafs to be an unnecessary

coriplication since induétry is involved with defense information and data securitf"

as defined above can provide protection to both kinds.of data, Further, making

. such a restrictive definition of privacy causes confusion with the issue of‘ner-

. sonal )TaV&CJ which has boen much in the néws of late as a result of the- etpana-

ing use of the computer by credit bureaus and government. agencies(ﬂ)
n this paper security measures will be examined in threa areas: (i) in
&Y

the computer, (2) in tho computer facility, and (3) external to the computer fa-

cility. The security_ﬁeasures to be taken in these three areas are intefrelatéd,

© Therc are generally four requirements for good security: identification, author-

ization, avdit, and system integrity(2i28). These requirements will be aiscussed
as they pertain to each of the three areas, Since secﬁrity is generally a more

difficult problem in multi-programming or-time-sharing use than in batch proece. .-

- ing, only the former will be considered, Many of the measures are equally appli-

|

cable to the lattor method of operating a computer system,
Within the computer, both hardware and software features can be used to

satisfy the identification requirement, It is usua11y4necessary to know who is

accessing ,&%‘Sro‘"’\?é“&’\* "h«ﬁ%ﬁ %@f&é’/fﬁ“&&%ﬁ%ﬁ?&ﬁ?&a&ﬁom%%e 87"?'““6 voqmanal

% loss, modification, use, or disclosure of data(2:26), It makes little dlfference,
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- minal through characters generated only by electronic circuitiy(2:28), | Iden»;-;w§‘%

i passwords out they provide little security, Other systems use what islknowﬂ asv
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is within the company and is fJunected to the computer with special s¢n"le uu

| lines, the iaentificatlon of the terminal can be accomplished through nardwa:e [

g
i
“' l

' foaturos, IBY has developed a system for unique identification of any rcmotc tor~ f

i

. | - '
fying the oporator of the terminal is a more difficult matter, Many systems usﬁ ﬂ .

1?Eu
oxtended handshaking, 4,e, putting questions in the computer only the particula:?f;;

usor knows now to correctly answer, The main objection to this method is the cdiAVJ‘
| |

in timo and memory space, A proposed metnod not yet perfected is flncerprlnt
l

' reuders or voice print recognition Porhaps the system with the most promise 1%jf§'

i ! oot
oo P

a card the size of a credit caxd with a magnetic strlpe containing identifidatiqn‘}j

characters, The card can be lost but the finder would have to know what hejowqcr'

o; the card was authorlzed to do to make use of the caxrd, ‘ “ |

The uuthorlzat¢on funcuion is usually handled within the computer Gy soft-

- I
ware ﬁuuvures The monitor is the key to a secure system It must control all

inpat/output without exception, It acts as the overall guard of the system, oo-
orating under a s6% of rules by which it Judges all requested actlons(5), An

examplo of the various levels of authorization is shewn in TIW's Gener%lizQa'In7. 4

. Yormav.on Management System, In this system there are three levels of%daea “

which socurity can be-imposed- syetem data list, and attribute(é 21)| The non-:“

Ltor inmposes security codes as roequired at eacn of these levels for two reaeons' o

|

funetional protoction and data sensitzv1ty, ‘While a.particular group of ¢nd1v1- b

duals may require access to certain files, 1t is usually not desirable;tq permit

producs des*gn which is limi ed to partzcular individuals by the ‘same klnd of coda

syswom, Approved For Releqse 2004/02/10 CIA RDP79M00096A000100070008 1 ;' 52
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Tho computer is well adapu=dl to satisfying the third security rcquiremont, Q;

auaiy, It can maintain a COﬁtlnulng log of what went on, e,g. who accesscd wnat

Tile, and can sound an alarm whon somothlng not allowed is happening(2: 30) The

" Llor is the ultimate defense against penetratlon as it provides the feodbacx noc—

i essary to sirike the rignt.balance between desired lovel of con;idence ana the! Pl
| ' 1 b

L 1 : : t P
impairmont of production of the systam dus to interference of security res trictions;:

] I
The *ourth roqulremcnu is system intewrmty. What is tho prooability tnau ‘
{ N
1
tho computer will malfunction or make an error? Stated anobher way, whatrns the
}

predictability of the system doing what you want it Lo do? There are soveral 1

ways to ootain quality assurance, dopondinw on What confidence level is desirod

and what cost 1s acceptable_ T‘or example, the control unlt accesses one of uﬂQ L

devicos attached to the computer ‘What is thoe probahility that this is ‘c,he,ri{_,r'rx’c;"'i

that probability does not give the requlrcd con{idence levv*, it ean

daevies? If
Lo ]

f?bc ¢rprovaa by programming another check in serle with the devics selection, ﬁ

Bl

?Lne syotum can provide for identification of vhe data contained on the device,

! In' this case tho overall probability of having the system opsrate on wrong data
+as though it wore the correct data is the product of the p“oba il‘txes of tho two

I
ndividuel errors,: mhis results in a very low probab;lity and & high con¢1d0ucc

level, - Anothexr way to improve intogrity is to thorouahly test and debug the pwa-k;

l'e

gr~mf Perhaps no program can be completely oerror Lree but with proper tcrtxnt
it can ve nearly so, The coding in the monitor probram whlcn recelves inuurruaus
is ons zootlon that must Le error free, The confidence 1eval can be imprbvod by
lprovhai.; st programs in the wonitor which routinely "attac‘" the SySqu and wy
to Ureak chrough the security barriers(?:B). Debugging or progran testing presents
v P
3;&:331 nroblems, An error in a pro"fam should no% be éble to destroy soﬁefother
LYGTTAL O core Memory nor should an error rosult in the same procedures as'is

H

smplo jed on amﬁp&wwmhaaacnmwommmmmnwmasﬁmpcmﬂmmae ‘Isuspon.sion



.__“ﬁ_h*ww_“n_ha -would seem to be the mos» obvious sscurity precaution in uh@ computer
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debugering
4 ‘ s
oporation, The usual approacii is to flag that a debugging operation is in prOWrovs
i

NUUR o) S

of the offending program, 1. aoecurity rules cannot bo suspended for

£

?hon, if a violation oceurs, it 1s logged and tho program is dumpod toitho ugc
[ i

with the reason, This avoilds sounding a major securlty alarm for an error durin
| ' o
|

. {

“a debusging operaulon : : . i !
: : | L

| i /T

i e
| « ' HERE
o

facility is to keep wnauthorized poruonneT out of the fac;lity, Lomnvcr mnny JE*

onnaanea maintain their computor facilities as show places and glvo cla 1voly 7[\
; | 1
. . e . . . } DM
Eul@ supervision to v151tors, These companles have given no thourut;uo uh& o
: i

l

;

_sarious damage that could result from such a pollcy, For oxample, one pcrson wiuh

a magnet in his yockot could causs ‘havoc in the tape library, Lo ving in onﬁy‘;

Lhose with ousiness in uh@ compuLer faclli vy satisfies tho idenui;jcau*on fuﬁhlrd—‘.

: : : ey
ment, : ' : g . : R

In tho samo way that indivjduals ake identified, cach should bo auu“orlzcd -
' . : | : o

to do only certain things, Certainly the number of operating personnol m 10 ars |
authorized to make cnan ges to profrro.mu or internelly stored data should bo strictly

limited, The roasons for this are obvious when the soerious conseuuencoo of cvun

& uwinor change are considered, In a case at Cape kcnncdj, a computer uymoo& equie-
' |
l

coﬁrse it had to be destroyod(8:124), The pergonne1 in a computer Pac¢1mqy u“oa;d

valent to a comna was omitted frowm a program causing a missile to veer

_0 g
O wee 02*

0

conply with the oporating procedures provided, ‘rom thlu it follows tha Q'hore

|
should bo complete, eurrent, and understandable instructions for all machine og-
. . . i ;

erationt, One final item under the aut Horlzaulon requzremenu ls desi ion503

Sia
!
' (
waich i.iividuals should have access to what type of classified or sensit ive 6 in-
i i A !
Jormation, This requires that information of that type such as data relat1n~ to

custoner erodit, shareholdors, and payroll, mus t be categorizod by securi Ly 1av,_b

04/02/10 : CIA- RDP79M00096A000100070008 1' ¢
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In the same way that é log is required within the‘machine to provide 41 oue=

dit trail, a log is required w1th1n the facilitj showing operator intorventions,

mac“ine halt, and ~other occurences indlcat ing urwsual condltions as woll as machine

-

performance in goneral, maintenanco poriodg and complaance with opP atin' cacdumes.

The 1ibrary is another area of great importance to the aud¢t requiremonu, In
addition to cs tabliuning ccntrols over on use. of _Library tapes, completc records

. e e - e = R e e e

of suoh Sc’fjll‘.’}.‘:tq_ be maintained, "’rocodurcs for maintaining 1J.orar'§cs shovld |
include the requirement for‘lac,’up t;p;o~;f”c;rtr;>~11_1:*o1;;.1-‘;.11.1_.prtz—):,_,fz;'mns on data \
Tiles, OSuch tapes can be invaluable in restoring lost or damaged data in case
. off a casualty or‘disas‘cer.to the ‘computer itself,

While many companies are concerned about fraud through usé of computers,
a much greater Idangér 15 prosented by inadvartent error, In the prescnt stato
of the art of AD? the sjste_m integrity is highly qependont on human frailty,

lumans make orrors and every possible way tmust be taken to reduce such error to

Chbe losest pos‘siblo love'.l. One way is to establish a quallty control unit o oz~

plo tho accuracy of data both beforo and after computer proccu51n This unit's
"Sunetilo.. should be to spot data that are obviously unroallsulc and pormit corirce-
tions bofore major trouble devolops(8:123), The problem of selection, tra:niné,
and mossurdng tho performance of computer personncl must be gi%en continuin_ atton-
tior, .ohn Diebold contends that there is a goneral 1ack of standaxds in chesc
areas andd that computer personnel are becoming the major cost of AD? in the United
Gtates(9:16), This argues fo? much moro attention to this important area, One
Tairly obvious measure that parallels keeping records of machine performance is
the recording of personnel performance as a part of the records of the computer .

" %iaty, This glves management a measure of how well each employoe is doing as
well as & means of opotting trouble areas and the noed for extra Lrainlnu, Sys=

2004/02/10 : CIA-RDP79M00096A000100070008-1 R
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‘major disastors, An obvious measure is protection against fiire, Tn a reccnt:

: |
instanco, & light plane erashed inte the building housing Applied Data Nese nrcn,

Ine, dostroying the card £ilos and some tapes, Ilowevor, bocause tho company:had.{f'

made a practice of storing all wajor sourcoe programs -on Librarian tapos,‘thoy;wU
_ Rndh
ablo to roecover from tho disastor v;thin a wcok(iOs 74+), Duplicate or back up

-

O R O
| T

tapes ol programs that are to be maintained should be stored in a 1oca;ion?re$otoh

ii

- re . :
enough thut they would ot be likoly Lo be lost in a disaster destroylag Lho o= |

|
. . i : !
auter,  Racovery from orror is an important considoration. Data files| that are
s . | i

waintained in core memory and are updated continuously must be dumpaed onto: txbo

l

at froguont intervals if 1t is important to be able to recovor guickly Irom an
error or breakdown, However, this becomes quite expensive and a balance mustibo

detormined considering the 1ikalihdod of the nced for rocovery and the relativq

costs, JFortunately, har&ware is becoming increasingly reliable reducing tnu noc
Lo recovery but such is not tho case wiLh software, It appoars that so;twarq
. ! ) I
. . ‘! §
failures will bo'a problem for some time to 'come(1l:31)

. . L.
4

Tho final area in which gocurity maagures will bo discussed is prevnal to

the computer ;acility. ‘The problem of Ldonulflcntlon of renote terminals and
’ v I .

|
users has al eady been discussed in connocition with fecur¢ty measures within the
|

I

L

;,

'
l tb

! :

H

i

computer, One possible wmeasure.not discussed was the fairly siuaple one ?f;inatali-

- . . : o . .
ing locks on <the termlnal,_ A differont one foi each user can be providod il asc
assary. .he prlncmpal difficulty with this is.the oase wzth which a locx ?an"ba

OVETCoN . . o ' } i'
A orincipal considoration in comootion with the authorization fun$ iontis

A S :

to detvermine uhO need for access to data by the poersomel in the company, ‘Thd
| .

moxre Levels of agcess required and the more capability provided, the greater is

I
B

i
W
R

Lho complexity éf'the system requirved, - If a particular 1nd1v1dua1 were to be per-

witted accos ‘iidf %e'&?“ 200452%’3&\&’* RPE’E"M?°P£é?°£§8°§§38°§tkor (the

I ¢ 1
A
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p*ool m of stating his authorization would bo a 'simplo one, - Tn px actlco slich |
. . ‘ H

bmnolicity soldom occurs, As {lles arc combined to take full advantage of;thc |

| . |
caoabAlnuy of tho data processing systom, the authorization function bccomes mox
: 1
-difficult and cowmplex, Tho noed for access to data by personnel must be convorhcd‘“g
“to a statemont of authorization, what person is to see what deta elemonts iniwhat
H ' ' i <

comdinations and what values(2:30),- P I
c ‘ Lol i

i The audit function is most dmportant to improve computer socurityj
|

i i)
the introduction of computers there was a lag in applying proper audii p:Ohcdu 5 |
|

|
i k
{

i

'

“to data processing operations bacause of the scarcity of auditors groundud in

¢ i 'K.
computor system principles, This condition is changing, The auditor must be in= |

N

volved from the inception of development of new computer systems, He should not

have responsibility to devolop a control system but rather to evaluate independ-
. ' P

ently the procedures and facilities being designed to provide management an in—j

?-, ' . HE
dependent control appraisal of future systoms, The auditor should:maks 5ure|that

v l

‘ :
computer systems are auditable when thoy become operational, In.doing so hu 6h0ulu
use comguter technolopy to the greatest degrec possible, . To some evhent the’ au-

dit work can then e performed as a by=~product of rogular computer operations, !

N\

“mong he .cchniques which can be used by the auditor are: (1) use of a m%dal ;
reprosenting the company to tost tile accuracy of the syétem, (2) compariso% §r
. , o -
aatching of two wuplicate files, (2) sampling rocords on a random basis, () ex— i'@
: , L
sracting o -cific records from the £ile, and (5) compilation of the rosu.tg 6f

s pacticalao mathomatical computation as a choeck on the accuracy of the aoplicauion !

ol tue forsala in a computcr run . Any awdit program should meet the rcqumrcmo“uu

o CMNU¢*L9d puol*c accountantg, the Internal wovonue uorv1ce and Denartment of
. | : i
! :
Dolunse audltors for compawies 1nvolvod in de;enoe contracu1n5\8 1?9)

Systen into”rlty might appoar at first glanco to be not depondonu on anj-

whing oxternal é&“ﬁﬂxegoﬁﬂa‘i&&?aﬁ <290402/10 - QAR 72090038490 4100070008;1 Ry ntog-



" Lhe most e*¢ective way to insure adoption of an. up—to-date overall conbrol nu¢¢Oo“'
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-
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| L H

-'- . 0 . ' ot ) . ! |
rity can be dograded is by wire tapping, This poses very dofinilo prooloms,for

. ' |
the wire tapper, " IL tho system is woll dosignod, the wire tapper will be uuuolp
, - ; ' I

Lo operald as an impostor terminal, Ho will only be ablo to listen wit b the hope
: i I,-‘: 1

|
~

that information of use to him will como along, One way to aveoid ovon this loss !

1
E . €
)y ¢n;orm1uion to a wirelapper WOu]d be to use scramblors, Howover, this posas)
S ‘ |
many problems when used with common carriers and the cost is gensenlly voo proal o
b B |
i

to make it atiractive.. Another threat to integrity is eavesdropping, Iv i

D
) TJO'::.':"‘]
b | [
. . i . ' ’1
inle wivh relatively inexpensive equipment o eavesdrop on remote termln?l dex;bcun
é

[ .
. . kR | ;
It is mueh moxre difficult Lo get anything worthwhile eavesdropping oa a cont“al;

computer complex, If the cost &F eavecﬁ ping i1s plotted as a funch’ on of dis
P ¥ I

tance, the cost increases quite rapidly as distance incroases, ' This suggests tpe ¥

W
be by
[

answar to tno aavasdropping problem,. The terminal devices should be designod so

they do not radiate beyond an area that can be controlled for the part tionlar app? iL
v S

H I '.E;'

ation. Another item that comes under syftem invegrity is insuraice, Tt ;' b5 st'h
‘ " :;1

Lo

S,

|

sox . | . . :
to avoid the loss but, if a disaster doss'strike such as fire, ¢1ood or vandoll 2

T is mpo;tant wo hiave saough insurance to cover the ananﬂjal loss ;nvolv»a

-

recons wsueting Lne programs and data files that wero~deubroyad as woll ao the

. R y
in revenue Guvring uho time required for thoe TGCONatTuCuLON This is noccessary

|
P ' DR
avean wh)uvh a xoll raintained 1iorary of back up £ l@s'is mainvaliood, A" final
item ii the ostablishment of an overall control ohilosoahy, Domw compan csfhava:
i

clmminaned traditional controls to check human calculaulons on Lntroouct¢on of
i : : !
| :i :
compuier syswams.oecause "computers don't make mistakes," Such a course:is.itself

e misvake foun compa ters are programmed and operated by humans, Ass igninw artop’ -
: C
5

(%]
l
level executive the resoonszblllty to direct corporaue computer effori i perhaps:

v i il
S . ' : x |'

|
i
v I;
i
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In conclusion, two points wiould be made, The first is that 100 security .1

is probably tmpossivle, Good socurity dopends on wany different weasures taken : |
i ; [

. | ! o
at different times and differont places, Theso could be likonsd to the las yors of |
X . . | i

1
i

an onlon, One of them might bo adequate to defeat a particular threat Lub Fll |
‘ , B

13 NCILSSALY to provide a high leval of confidence that all thrcats w11 be do-! i
! ‘

S N

Teated, In any case, the lovel of. uecurnty cesired must be measured a'ainst the!

cost of obuaining it, The second concludlnx point is that good aOCUTluV ﬁe; ohds
. !

, , Loy
on the entirs organization whether there is an ADP system or not, Ceruhxnly,z:f n
. : i ] i
'uJQ company has adopted an AD? system, all euployess commected with the ~DF yst¢m

T PP RV s P RN e \. . ¢ . ¢ ‘ y
have a responsibility to ensure that dats proce551ng is adequatoly controlled and

roo
B : t :
: 1 |l Ko
t !
‘ i il

mrotected, But even those parts o* the orgzanization not d¢roctlf commsvted vita‘ k s
1

the ADP.§Y$t0m|s ould be 1nc1udod in the overall control philesophy, n the finel =~ |

cnalysis, e best security starts w;»h top mana«ement aad oxtands to u1l porgestal, |
v P . T Il i

BRI RS
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